KISHWAUKEE COLLEGE

Fall 2016

Networking Fundamentals

ClS 140 - 3001

LOCATION AND TIME: Tuesday & Thursday 11AM — 12:50P- Room 1373

DATES; 8/30/16 — 12/22/16

INSTRUCTOR Dana Fellows
Office: A1371

Office Hours:

Monday 4:00 PM - 5:30 PM
Tuesday 4:00 PM - 5:30 PM
Wednesday 9:00 AM - 10:00 AM
Thursday 4:00 PM - 5:30 PM
Friday N/A

Department Secretary (815)-825-2086 x 2030 — leanessage
Email: dana.fellows@kishwaukeecollege.edu
COURSE DESCRIPTION

This course is an introduction to Local Area NetikgofLANS). Topics covered include: basic
networking concepts, hardware and software comgsnprotocols, standards, network
topologies, transmission media, virtualization,edéss technologies, Security and Network
Administration. Students will gain the technicaillskio begin a career in installing, configuring
and troubleshooting computer networks. Studentisalgib be introduced to the fundamentals of
network planning and design. Primary focus of tls<is the training necessary to complete the
Net+ certification exam.

Four hours lecture/discussion/guided lab per week.

IAl Number: N/A
PREQUESITE: N/A

STUDENT LEARNING OUTCOMES (SLO)



» Explain and illustrate basic network concepts

» Install, configure and troubleshoot network compuse

» Compare and contrast network media and topologies

» Explain and select Network Management Softwaretasiing tools

» Explain network security tools and concepts

» Using skills obtained, complete a hands-on prajechonstrating skills learned

TEXT(S)
TestOut Network Pro - English 4.0.x - N10-006
ISBN: 978-1-935080-43-5 — Purchase from www.testont or the Kishwaukee
Bookstore only

REQUIRED STUDENT MATERIALS
- Flash drive for storing Lab Screen Shots and Lédefs

ADDITIONAL STUDENT REFERENCES AND THEIR LOCATIONS
- Supplemental reference handouts (provided in class)

BREAKDOWN OF COURSE REQUIREMENTS

16 Testout Labsim Chapters @ 100 Points each - 1600 Points

8 In Class Labs @ 75 Points each - 600 Points
4 Tests @ 100 Points each - 400 Points
Testout Certification Network Pro - Lab Final - 400 Points

Total >>>>>>5>>5>5>5>5>5>555>55>>>>>>>>>>>>>>> 3000 Points

OTHER COURSE REQUIREMENTS: N/A

FINAL GRADE DETERMINATION: Grade reports will not be mailed out. Please check
KishSOS, My Student Info, under Academic Profitedés, for grade reports

90-100% = A
80-89% =B
70-79% =C
60-69% =D
<59=F

COURSE EXIT REQUIREMENTS: N/A
TENTATIVE WEEKLY SCHEDULE
Please note that this schedule and the topics ed\ae subject to change depending upon a

variety of factors. Changes will be announced assl! If you are not able to attend class, it is
your responsibility to find out what was covered.



Week 1
8/30, 9/01

Week 2
9/06, 9/08

Week 3
9/13, 9/15

Week 4
9/20, 9/22

Week 5
9/27, 9/29

Week 6
10/04, 10/06

Week 7
10/11, 10/13

Week 8
10/18, 10/20

Week 9
10/25, 10/27

Week 10
11/01, 11/03

Week 11
11/08, 11/10

Syllabus Review;
Chapter O Introduction & 1 Networking Basics.

Before Class: Complete Labsim Chapter 1 - Netwa@yiBasics & Chapter
2 — Cables and Connecto(blote: Watch Videos, Read Text Files,
Complete Quizzes, Complete Labsim Labs. | takell&&#IEST score for
Labsim quiz and Labsim Labs.)

During Class: Review Chapters 1 & 2;

Instructor provided in class labs.

Before Class: Complete Labsim Chapter 3 — NetwgrKevices;
Review Chapter 3 — Networking Devices;
Instructor provided in class labs.

Before Class: Complete Labsim Chapter 4 — Ethernet;
Review Chapter 4 — Ethernet;
Test Review Chapter 1-4.

Test Chapters 1-4;
Before Class: Complete Labsim Chapter 5 — IP Condition;
Review Chapter 5 — IP Configuration;

Before Class: Complete Labsim Chapter 6 — Switchagament;
Review Chapter 6 — Switch Management;
Instructor provided in class labs.

Before Class: Complete Labsim Chapter 7 — Routing;
Review Chapter 5 — Routing;
Instructor provided in class labs.

Before Class: Complete Labsim Chapter 8 - Firewalls
Review Chapter 8 — Firewalls;
Test Review Chapter 5 - 8.

Test Chapters 5 - 8;
Before Class: Complete Labsim Chapter 9 — Netwargt@mization;
Review Chapter 9 — Network Customization;

Before Class: Complete Labsim Chapter 10 — Wird\estsvorking;
Review Chapter 10 — Wireless Networking;
Instructor provided in class labs.

Before Class: Complete Labsim Chapter 11 — WideaAtetworks;
Review Chapter 11 — Wide Area Networks;
Instructor provided in class labs.



Before Class: Complete Labsim Chapter 12 — NetvAmlicies and
Week 12 Procedures;
11/15, 11/17 | Review Chapter 12 — Network Policies and Procedures

Test Review Chapter 9 - 12.

Week 13

11/22 - Test Chapters 9 - 12;

11/24 No Before Class: Complete Labsim Chapter 13 — Netvasurity
Class Review Chapter 13 — Network Security;

Thanksgiving

Week 14 Before Class: Complete Labsim Chapter 14 — Netwtaidening

Review Chapter 14 — Network Hardening;

11/29, 12/01 Instructor provided in class labs.

Before Class: Complete Labsim Chapter 15 — Netwtakagement and
Week 15 Chapter 16 — Network Management
12/06, 12/08 | Review Chapter 15 and 16;

Test Review Chapter 13 - 16.

Week 16 Test Chapters 13 — 16:
12/13, 12/15 | Review for final:

Final Exam

12/20/2016 Final Exam: Testout Networ k Pro Certification Exam

MAKE-UP POLICY

Missed labs and/or tests may or may not be madkepending upon individual
circumstances. In all cases contact the instruggoemail or telephone to review options and
procedures for completing missed tests or labs.

ATTENDENCE POLICY

All students are expected to attend class on timlet@ be prepared to work. Should you miss
a class it is your responsibility to determine wivas covered during your absence and make
arrangements to make up the lost work. Missingsalesiot an excuse for failing to turn in a
worksheet or lab.

COMPUTER LABS:

Students will need to spend time outside of classpieting labs. Online Labs can be done
from any computer with Internet Access. Please naakangements with the instructor if you
wish to use the classroom outside of class timedfmd beverages are not permitted in the
open computer lab or the classrooms.

BEHAVIOR:

Students are expected to show respect toward streiator, other students and their work.
Behavior inconsistent with this goal is not allowedhe classroom and is grounds for
expulsion from the class.



CELL PHONES:

All cell phones and pagers must be turned off wénaering the classroom. If you are
expecting an emergency call during class, pledsthéeinstructor before class starts so that an
exception to this rule may be made. Any studemtgiaicell phone during an exam will be
assumed to have finished the exam at that time¢tendxam will be ended immediately.

EMAIL:
All class email correspondence must be sent usimglgrovided by Kishwaukee College. All
outside of Kishwaukee College should only be usethse of a failure of the Kishwaukee

system. If a student uses the instructor's regutail account it will be treated as non-critical
and answered when time permits, usually withinweek.

ACADEMIC DISHONESTY:
Students found cheating on an exam or assignmdritemjiven a grade of O for the exam or

assignment. Students found cheating may be reptotébd dean and the Vice President of
Student Services.

KISHWAUKEE COLLEGE POLICIES AND RESOURCES
04/08/16

A. Academic Dishonesty I.  Graduation Requiremeats f
Assistive Resources Center/Disability Services  Transfer Degree Students

C. Attendance Verification Roster J. Incompletedera

D. Class Cancellations K. Learning Skills Center

E. Class Withdrawal L. Recording of Classes/Predmmts

F. Community Resources M. Religious Observances

G. Copyright N. Student E-mall

H. Emergency Procedures/Safety O. Technical Support

Please see the Kishwaukee College Catalog for ptiieies and resources

A. ACADEMIC DISHONESTY
In order to evaluate student work, faculty musabke to trust that the work is original
with a student and not the work of someone elsea€ing, falsifying information,
forgery, plagiarism, and other dishonest actiorlsneit be tolerated. Detailed
information can be found by clicking on this linkivw.kishwaukeecollege.edu/student-
life-essential-student-information/student-code ¢igst

B. ASSISTIVE RESOURCES CENTER/DISABILITY SERVICES
Any student with a documented disability or spelgalning need and wanting to request
accommodations, should contact the Assistive RessuCenter in A1317 or at (815)
825-2086 ext. 4290, (815) 825-9106 (TTY). More mifation can be found on the
MyKC Portal:
https://mykc.kishwaukeecollege.edu/collegeareas/dpsabilityservices/Pages/default.as
px

C. ATTENDANCE VERIFICATION ROSTER



Students who do not attend their class duringehend period will be dropped from the
class roster and will be charged for the classreMaformation can be found on the
MyKC Portal:
https://mykc.kishwaukeecollege.edu/collegeareaal/tpiPages/default.aspx

. CLASS CANCELLATIONS

Class cancellations due to inclement weather wilpbsted on the College Website:
www.kishwaukeecollege.edu or announced by the I@xhb stations. You may sign up
for text alerts at myKC/Student Resources/Text Al&tudents may also call the College
at (815) 825-2086. Class cancellations due touongtr absence will be posted on the
classroom door. Room changes will be announcedvarace whenever possible and
posted on the classroom door.

. CLASS WITHDRAWAL

A “W” cannot be given as a final grade. The studgmesponsible for officially
withdrawing from the class according to procedutescribed in the college catalog.
Refer to page 166. Kishwaukee College reservegdheto administratively withdraw
students from the Attendance Verification RostetherMidterm Roster those students
who are not actively pursuing course objectivew/loo are in violation of standards of
behavior as outlined in the Student Code of ConduadtDiscipline. For a copy of the
student conduct policy, contact the Vice Presiddi@tudent Services Office or refer to
the Kishwaukee College catalog.

. COMMUNITY RESOURCES

There are numerous community resources that arkalaleato assist students in
addressing a variety of personal needs. Resoordgaa information can be found on
MyKC:
https://mykc.kishwaukeecollege.edu/collegeareas/epsinseling/Pages/Documents.aspx

. COPYRIGHT

As a Kishwaukee College Student, you may have dgiptgd materials or software made
available to you by the college for course useeag® understand that copyright law may
prohibit copying or further distribution of theseatearials. Full information can be found
here:.www.kishwaukeecollege.edu/student-life-essentiadisht-information-students-
right-know/copyright-law-natification

. EMERGENCY PROCEDURES/SAFETY

Yellow and red Emergency Information flipcharts Ereated in each classroom. These
are quick reference sheets with telephone numbeeath emergency assistance and a
brief description of the correct actions to takéhea event of a tornado, fire or other
emergency on campus. More information can be foarle college catalog on page
196.

GRADUATION REQUIREMENTS FOR TRANSFER DEGREE STUDEST
Guidelines and specific requirements can be fowerd:h
www.kishwaukeecollege.edu/academics-resources/gtidrequirements




J.

INCOMPLETE GRADE

All course requirements must be completed by tltedatte for the course. In the event
that extremely difficult circumstances merit gragtia student more time to finish course
requirements, an “Incomplete” (I) grade may be giv&lore information can be found in
the college catalog on page 170.

LEARNING SKILLS CENTER (A1300)

Tutoring, The Writing Center, make-up tests, ontests, and placement tests are
available through the Learning Skills Center. Fareninformation, go to
https://mykc.kishwaukeecollege.edu/collegeareaddgpPages/default.aspx

RECORDING OF CLASSES/PRESENTATIONS:

Kishwaukee College prohibits students from electalty recording class lectures and

presentations (either by audio, video, picturegtberwise) unless certain qualifying

conditions are met.

1) The student requires the recording of lectureséagions as part of his/her
accommodations related to a disability that has laekequately documented with the
Coordinator of the Assistive Resources Center.

2) The instructor has given advance written permistiathe student that stipulates
what may be recorded and by which device(s) thieiles/presentations may be
recorded.

In either of the above cases, the following restores shall apply:

1. Recordings are solely for the use of the studesigdated either in the disability
accommodations or the instructor’s written pernaisgp record.

2. Recordings must not be shared or reproduced foreason.

3. Recordings must not be posted on any public opgiwebsite or social media
service.

4. Recordings must be destroyed by the student arttlef the semester in which the
recording was made.

A student found to have committed a violation a$ fbrocedure shall be subject to one or
more sanctions described in the Code of Student@zrand Discipline.

Students seeking to obtain permission to recofdss enust inquire with the instructor in
guestion and, if the instructor agrees to allovording, the student and instructor must
complete a Permission to Record a Class/LecturseRtation form.

. RELIGIOUS OBSERVANCES

Students faced with schedule conflicts relatedreligious observance should make
prior arrangements with the instructor a minimuns@fen (7) school days in advance of
the examination or other activity involved.

STUDENT E-MAIL

Your Kishwaukee College e-mail account will be tfigcial way to receive notices from
the College. If you choose to forward your e-nb@idnother account, please be advised
that all communication from and within the collegdl use your Kishwaukee student e-



mail. When communicating with instructors or enyges of the college, you are
required to use your Kishwaukee e-mail address.

O. TECHNICAL SUPPORT
If you require technical support, please contaettlelp Desk:
a. helpdesk@kishwaukeecollege.edu
b. (815) 825 2086, ext. 4357 (HELP)
c. Visit the Helpdesk's office located in Media SergcA1252
d. http://helpdesk.kishwaukeecollege.edu




